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(54) Controlled access systems 


(57) Systems for enabling controlled access to mov- 
able items (2) such as bicycles are described By using 
locking stations (1 ) to which one or more items (2) may 
be secured, and from which they may be removed on 
the entry of an appropriate code, a simple control hire 
system may be operated In a preferred arrangement, 
the person wishing to use the bicycle (2) communicates 


with a central computer (3) via a mobile telephone (4) 
which transmits after appropriate checks which can be 
automatic a suitable release number which wilt enable 
the bicycle (2) to be unlocked from the locking station 
(1 ) and ridden away It can then be returned to the same 
or a different locking station (1) at a later time and the 
user billed automatically 
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Description 

[0001 ] This invention relates to controlled access sys- 
tems and, in particular, to systems allowing multiple ac- 
cess by users to movable items, for example bicycles 
[0002] In recent years, concern about transport con- 
gestion and the pollution caused by public transport has 
led to the development in a number of cities of bicycle 
availability schemes The local authority or operating 
company charged with implementing such a scheme 
provides a plurality of bicycles which are designed to be 
locked to fixed docking stations when not in use Re- 
lease may be effected, for example, by incorporating an 
appropriate coin release mechanism in the docking sta- 
tion, thus providing pre-payment for each "hire". Such a 
system is, however, somewhat inflexible and, In partic- 
ular, is highly insecure in the sense that the operating 
authority does not know who has taken a particular bi- 
cycle, nor for how long 

[0003] The present invention seeks to provide an im- 
proved system enabling substantially more sophisticat- 
ed monitoring and control as well as substantial flexibil- 
ity of operation 

[0004] According generally to the present invention, 
there is provided a multiple access user system for pro- 
viding intermittent availability to users of movable items, 
the system comprising: 

a plurality of spaced apart item -securing devices, 
each such device comprising a unique identifier as- 
sociated therewith, means to lock an item thereto 
and means to release an item locked thereto, 

a central monitoring and control system adapted to 
receive signals from a user via a communication 
channel and, in dependence on the signals re- 
ceived, transmit data enabling a selected one of the 
item -securing devices to be switched between the 
locked and unlocked conditions 

[0005] Preferably, the system also includes a unique 
item identifier associated with each item 
[0006] The plurality of spaced apart item-securing de- 
vices may be active or passive By active is meant that 
the device has means associated with it for communi- 
cating with the central monitoring and control system, 
which, for example, may provide an indication of wheth- 
er one of the movable items is or is not secured thereto 
and, if the item is provided with an identity which can be 
automatically detected by the securing device, details 
of which item is secured thereto out of the possible plu- 
rality By passive is meant a securing device which does 
not have such communications capacity, but which func- 
tions simply in accordance with a pre-programmed se- 
quence of instructions and the particular state of which 
can accordingly be determined by the central monitoring 
and control system monitoring the past activity carried 
out at the particular item-securing device 


[0007] In the case of an active item-securing device, 
the unique identifier associated with that item-securing 
device need not necessarily be identifiable to users of 
the system, but it is generally preferred that the unique 
s identif i er associated with each of th e spaced apart item- 
securing devices is openly available In the case of a 
passive item-securing device, it is necessary In order to 
operate the system that its unique identifier is available 
to the user 

10 [0008] The central monitoring and control system is 
preferably a computer controlled system operating au- 
tomatically in accordance with a predetermined pro- 
gramme and not requiring any human intervention 
(though a human back-up in terms of operator assist- 

*s ance may be provided if desired, at least during normal 
working hours) Communication between the user and 
the system may take place via any appropriate commu- 
nication channel but the communication channel of 
choice is via a mobile telephony system Each user of 

20 the system may use a mobile telephone for communi- 
cating with the central monitoring and control system 
whenever they wish to hire or return a movable item, i 
e at the point in time at which they wish to remove the 
movable item from a securing device, or the time at 

25 which they wish to return the movable item to a securing 
device, thus terminating the hire Although exclusive 
mobile telephone interaction is convenient from the 
point of view of the operating authority, and reduces 
overall cost, it is possible to operate the system using a 

30 multiplicity of ways of communicating with the centra! 
monitoring and control system, for example via an online 
interactive session between a user's computer system 
and the central monitoring and control system, or via a 
normal speech conversation between the user and a re- 

35 al person operator, with the latter inputting data to the 
central monitoring and control system appropriately 
[0009] Systems according to the present invention 
may vary in complexity and may be configured to oper- 
ate in a wide variety of ways, the particular way chosen 

40 being selected to be appropriate for the task in hand In 
what follows, a specific description is provided of one 
particular application, viz . that of urban use bicycle hire, 
but it will be obvious to the reader of this specification 
that the system may generally be applied to a wide va- 

45 riety of other activities where a plurality of users need 
to have intermittent access to a plurality of movable 
items 

[0010] The accompanying drawing shows by way of 
illustration and diagrammatically a system in accord- 
so ance with the invention The particular system shown is 
for bicycie hire and the basic infrastructure consists of 
a plurality of locking stations 1 (of which only one is il- 
lustrated in the drawing) to each of which may be at- 
tached a bicycle 2 Each of the locking stations 1 and 
55 each of the bicycles 2 bears a visibie unique Identity 
number 6 The remainder of the system consists of an 
appropriately programmed computer 3 which is provid- 
ed with input/output communications devices enabling 
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data to be input into the computer and output data to be 
generated internally of the computer and output in ap- 
propriate format via an appropriate connection 
[0011] Also shown in the drawing and represented by 
their mobile phone 4 is a user 

[0012] A major advantage of the system in accord- 
ance with the invention is that it can be easily implement- 
ed by taking advantage of the fact that more and more 
people carry mobile telephones Each mobile telephone 
in modern mobile telephone systems includes details re- 
lating uniquely and personally to the user of that tele- 
phone/the person who pays the bills to the telephone 
company This usually takes the form of data encoded 
in a so-calied subscriber identity module, which is often 
referred to simply by the term "SIM card" The "SIM 
card 1 * itself is a relatively small plate-like component 
which needs to be inserted into a mobile telephone 
handset in order to make that handset work The com- 
ponent contains, stored by an appropriate storage de- 
vice, details of the owner of the SIM card This is partic- 
ularly important since SIM cards are interchangeable 
between different mobile telephone handsets, with the 
operating system of the mobile telephone company au- 
tomatically ensuring that the billing is then made to the 
appropriate user, irrespective of whether the user was 
using the SIM card in "his" mobile telephone handset, 
or, e g , had inserted it into a handset owned by some- 
one else in order to make a call . 
[0013] Thus, as shown in the drawing the user 4 is 
already provided with a unique identifying code by way 
of the encoded information stored in the SIM card 
[0014] The user 4 can communicate with the compu- 
ter 3 by dialling an appropriate number, and the compu- 
ter 3 can answer and provide an appropriate dialogue 
enabling the user to provide the necessary data to the 
computer and in return to generate the data which the 
user needs in order to carry out the release or return 
operation desired The transmission is normally of sim- 
ple numerical data and this may be achieved using ap- 
propriate programming via the use of the number keys 
on the mobile telephone unit and via its conventional 
small screen display Alternatively, it is possible to use 
speech recognition techniques to determine numbers 
voiced by a user and speech synthesis techniques to 
transmit e g a release code to a listening user. 
[0015] If the item-securing device, i e the locking sta- 
tion 1 is of the active type, the release code information 
does not necessarily need to be communicated to the 
user 4, but may be communicated directly to the active 
item-securing device/locking station 1 
[0016] One way in which the system illustrated in the 
accompanying drawing may be used is as follows: 
[0017] The person wishing to hire a bicycle arrives at 
a bicycle locking station 1 to which a bicycle 2 is at- 
tached The intended user then calls the number of the 
operating authority (which number can conveniently be 
visible on the locking station) and thus establishes com- 
munication with the computer 3 By way of screen or 


voice prompts (or both), the computer instructs the 
would-be user to enter the identity number of the bicycle 
and the identity number of the docking station . Both are 
thus transmitted to the computer which will then send 

5 back a code, again via speech or direct display on 
screen, to the mobile telephone handset This code may 
be, for example, a simple four figure number The us9r 
then inputs the four figure number to the locking device 
(which may be provided with a keypad for this purpose) 

10 and the bicycle is then released from the locking post 
and can be ridden away When the user wishes to return 
the bicycle, he or she finds a vacant locking post, re- 
peats the exercise of communicating with the computer 
(which will know perfectly well that the bicycle is not at- 

15 tached to a locking station 1 ) and the computer 3 then 
provides the relevant code number to enable the locking 
mechanism to be released and the bicycle then locked 
to the station 1 With an active locking station 1 , the sta- 
tion itself may communicate to the computer 3 when this 

20 has been achieved In the case of both communications 
between the user and the computer, the computer has 
automatically been able to take note of the identity of 
the user (or at least the identity of the SIM card that was 
in the phone at the time) and can accordingly then cal- 

25 culate the appropriate hire charge The hire charge may, 
of course, be calculated in accordance with a preset pro- 
gramme which may, for example, have an appropriate 
tariff structure differentiating between periods of low and 
high usage and which may be structured to promote 
short-term use of the bicycle, e g by having an initial 
low fee per minute which, after a given amount of time, 
increases The computer 3 may have associated billing 
software enabling, e g the generation of a monthly ac- 
count which is sent to the user, preferably appropriately 

35 itemised, or, of course, the billing arrangements may be, 
if desired by the parties, taken care of via the mobile 
telephone company 

[0018] In the way of operating the system just de- 
scribed, the identity number of the bicycle and of the 

40 locking station both need to be input by the user A more 
sophisticated system may be operated if the bicycle 
bears, instead of or in addition to the visible identity 
number 6 indicated on the drawing, a bicycle identifica- 
tion number stored in a tag which can be read when the 

45 bicycle is associated with the locking station Such a tag 
may be incorporated into a flexible member permanent- 
ly connected physically with the bicycle frame and hav- 
ing a free end which can be inserted into an appropriate 
receptacle at the locking station and which is configured 

50 to be locked in that receptacle until released When in- 
serted into the receptacle, it may latch in place and the 
locking station itself can then read, for example, an elec- 
tronic serial number tag incorporated therein 
[0019] By using a suitable algorithm, the locking sta- 

55 tion may then construct a check number which can be 
displayed on the screen forming part of the locking sta- 
tion if the locking station has a plurality of sockets into 
which such bicycle identification number-bearing tags 
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may be inserted, a set of different check numbers may 
be generated, one corresponding to each then captive 
bicycle, the respective appropriate number for the bicy- 
cle being selectable, e g using a keypad on the locking 
station into which the user simply inputs the number ad- 
jacentthe socket into which the bicycle he or she wishes 
to use has been "plugged" 

[0020] When using such a system, the user merely 
takes their mobile phone and calls the central computer 
which can then carry out a quick check using the sub- 
scribed identity of the caller which, of course, is received 
at the same time as the call Is made to check whether 
the caller is a known "account customer" If the caller is 
an existing account customer, the sequence of opera- 
tion can proceed automatically; if not, the call may be 
diverted to a human operator Assuming that the user is 
already registered, the computer then simply waits for 
the check number to be input by the user The computer 
can derive from the check number the identity of the 
locking station and the identity of the bicycle, which two 
factors may then be transmitted to an appropriate billing 
system together with, e g. date and time information to 
record the transaction of release of a bicycle which is 
taking place It also enables the central computer to 
identify an appropriate release code, e g from a series 
of release codes which circulate slowly as the system is 
used, and that release code is then incorporated into a 
prepared text message transmission file which may then 
automatically be transmitted to the mobile phone in 
question This occurs essentially immediately and the 
mobile phone user is then confronted by a text message 
which simply contains the release code together with a 
few appropriate words of instruction if desired, and on 
entering the release code into the keypad on the locking 
station, the bicycle is released 

[0021] The central computer is now aware that a par- 
ticular user has a particular bicycle and there is a record 
of when that situation commenced so that, downstream, 
an appropriate charge may be levied 
[0022] Depending upon the operational rules govern- 
ing the system, the computer may, for example, auto- 
matically after one hour, send out a prompt to the mobile 
phone in question if, by that time, the bicycle has not 
been returned to the same or a different locking station 
[0023] When the user has finished using the bicycle, 
he or she takes it to the nearest locking station, or the 
nearest one having an available receptacle tnto which 
the tag attached to the bicycle may be put, and inserts 
the tag into the receptacle The locking station is pro- 
grammed on such occurrence to generate from its own 
stored data as to its own identity and location and the 
bicycle identification number read from the tag or the 
like, and using the same algorithm as before a new 
check number That check number may be displayed on 
the locking station and the user who wishes then to ter- 
minate the hire merely calls the central computer using 
the mobile phone as before and, on an appropriate 
prompt, inputs the check number The central computer 
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works out from the check number which bicycle has 
been deposited at which locking station, and when the 
hire terminated This last data is then processed inter- 
nally of the central computer to enable the entire hire 
5 time to be recorded, a charge for that calculated, and 
the relevant details entered on to the customer's billing 
record 

[0024] Numerous other ways of operating the system 
in accordance with the invention may be devised 

10 [0025] A particular advantage of the system in accord- 
ance with the present invention is that it is not only ca- 
pable of working on a basis of real time access, but rath- 
er is also capable of supporting a reservation system 
Thus, if the identity of a given locking station 1 is known, 

*s a user may book a time at which he or she wishes to 
remove a bicycle from that station for use From an ap- 
propriate time beforehand, the computer may, on receiv- 
ing information that a bicycle has been attached to the 
particular station, prevent use of the station by any cas- 

20 ual hirer and only transmit the appropriate unlocking 
code when the intended hirer makes contact 
[0026] It should particularly be noted that an unlocking 
code does not need to be communicated to a particular 
locking station each time a transaction is to be attempt- 

2S ed Each station may include means enabling it to be 
opened by a series of (originally randomly generated) 
four-figure codes which, for example, may be pre-pro- 
grammed as a series of, say, 30 codes which are used 
sequentially, the central computer, of course, carrying a 

30 record of the 30 codes and keeping track of where, with- 
in that sequence, the particular station is "located", in 
other words, the central computer will always know the 
next code which will serve to unlock the particular lock- 
ing station, 

35 [0027] The system i n accordance with the p resent i n - 
vention is well placed to take advantage of increasing 
penetration of sophisticated functionality being intro- 
duced into mobile telephony Thus, for example, it is 
conceivable that via appropriate infrared transmission/ 

40 reception ports, the user's mobile telephone and the 
locking/unlocking mechanism in the securing device 
may commun icate directly with one another using an ap- 
propriate protocol 

[0028] Security checks are essentially inherent in the 
45 system, including, for example, checking that the secur- 
ing device identified by the mobile phone user is in the 
same mobile telephony cell, i e in roughly the same 
place, as the mobile telephone being used at the time 
If, for some reason, there was a mismatch, access couW 
50 be denied Alternatively, the approximate location of the 
mobile telephone and (if associated with a hire at the 
time) possibly that of the item in question could be iden- 
tified. 

[0029] A particular advantage of the system is that be- 
55 cause it may be realised using only simple number 
transmissions, it is essentially language independent 
This may particularly be the case if communication with 
the mobile phone is via its screen and, for example, the 
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user is prompted to input via the keyboard, bicycle and 
locking station identification numbers merely by a 
prompt on the screen consisting of an icon of a bicycle 
or locking station respectively followed by a question 
mark 

[0030] It should also be noted that, if desired, rather 
than using the relatively expensive mobile phone oper- 
ation mode of "voice telephony", it is possible to use the 
"small messaging system" which is a feature of modern 
day mobile telecommunications systems The user may 
compose a short message including the item and dock- 
mg station identity codes in accordance with preset rules 
and the computer can respond by sending a short mes- 
sage giving the unlocking code 

[0031] Numerous variations may be made within the 
scope of the present invention which is easily matched 
to a variety of practical requirements where users need 
access to movable items, but only for a restricted period 
of time 


the number with a number already stored in the de- 
vice, and for unlocking an item attached thereto in 
the case of a match 

5 5,. A system according to any one of the preceding 
Claims wherein each item comprises a tag including 
a unique identification number for the item and 
which is physically lockable into a receptacle on 
item-securing device 

10 

6. A system according to any one of the preceding 
Claims wherein the central monitoring and control 
system is adapted to receive signals from the user 
via a mobiletelephone handset and to transmit data 

15 to the handset for display thereon 

7. A system according to any one of the preceding 
Claims wherein the items to be secured are bicy- 
cles 


20 


Claims 


1, A multiple access user system for providing inter- 
mittent availability to users of movable items, the 25 
system comprising: 

a plurality of spaced apart item -securing devic- 
es, each such device comprising a unique iden- 
tifier associated therewith, so 

means to unlocka normally movable item phys- 
ically to the item-securing device, 

means to release an item locked to the item- 35 
securing device, and 


a central monitoring and control system adapt- 
ed to receive signals from a user via a commu- 
nication channel and, in dependence on the 40 
signals received, transmit data enabling a se- 
lected one of the item-securing devices to be 
switched between the locked and unlocked 
conditions 

45 

2 . A system according to Claim 1 wherein each item 
comprises a unique item identifier associated there- 
with 


3 A system according to Claim 1 or 2 wherein the so 
spaced apart item-securing devices include means 
for communicating with a central monitoring and 
control system when an item is locked thereto or 
released therefrom 

55 

4, A system according to any one of Claims 1 to 3 
wherein the item-securing device includes means 
for entering a number into the device, for comparing 
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